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Highest Level 

of Security 

Controls

• ISO 27001

• ISAE3402 SOC2 

TYPE II

• NIST 800-53 

• FedRAMP® 

Moderate Security 

Controls

• DFARS 252.204-

7012

• Country Specific 

(e.g. IRAP, Canada 

PB/M/M, UK G-

Cloud) 

• NIST 800-53 

• FedRAMP Moderate 

Security Controls

• FedRAMP JAB P-ATO

• NIST 800-53 

• FedRAMP+ C/CE

• DoD CC SRG IL4

• CNSSI 1253 Privacy 

Overlay Moderate PII

• NIST 800-53 

• ICD-503

• CNSSI 1253 

Overlays (e.g., INT, 

CDS, Privacy)

Infrastructure • AWS, Azure, GCP
• AWS GovCloud

• Azure Gov 

• Country Specific 

Regions
• AWS GovCloud • AWS GovCloud • AWS C2S/C2E

Commercial 

Cloud

Commercial 

Regulated 

Environment (CRE)

SAP Sovereign Cloud

(FYEY) 

Cloud Intelligent 

Enterprise (CIE) DoD Environment
Classified 

Environment

Industry
Commercial 

Customers
Regulated Customer

Country Specific 

Industries requiring 

Data Sovereignty

U.S. Federal and 

Civilian
Department of Defense

DoD/Intelligence 

Community

Assessment External Audit 3PAO, Self-Attested
3PAO, Country 

Specific
3PAO, FedRAMP 3PAO, DISA 3PAO, Agency

Cloud 

Resources

International SAP 

Support

U.S. Persons, U.S. Soil U.S. Persons and/or 

Country Specific

U.S. Persons, U.S. Soil U.S. Persons, U.S. Soil U.S. Persons,  U.S. Soil 

(S, TS//SCI)
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